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The Definitive Guide to File System Analysis: Key Concepts and Hands-on Techniques
 
Most digital evidence is stored within the computer's file system, but understanding how file systems work is
one of the most technically challenging concepts for a digital investigator because there exists little
documentation. Now, security expert Brian Carrier has written the definitive reference for everyone who
wants to understand and be able to testify about how file system analysis is performed.
 
Carrier begins with an overview of investigation and computer foundations and then gives an authoritative,
comprehensive, and illustrated overview of contemporary volume and file systems: Crucial information for
discovering hidden evidence, recovering deleted data, and validating your tools. Along the way, he describes
data structures, analyzes example disk images, provides advanced investigation scenarios, and uses today's
most valuable open source file system analysis tools—including tools he personally developed. Coverage
includes

Preserving the digital crime scene and duplicating hard disks for "dead analysis"●

Identifying hidden data on a disk's Host Protected Area (HPA)●

Reading source data: Direct versus BIOS access, dead versus live acquisition, error handling, and more●

Analyzing DOS, Apple, and GPT partitions; BSD disk labels; and Sun Volume Table of Contents using●

key concepts, data structures, and specific techniques
Analyzing the contents of multiple disk volumes, such as RAID and disk spanning●

Analyzing FAT, NTFS, Ext2, Ext3, UFS1, and UFS2 file systems using key concepts, data structures, and●

specific techniques
Finding evidence: File metadata, recovery of deleted files, data hiding locations, and more●

Using The Sleuth Kit (TSK), Autopsy Forensic Browser, and related open source tools●

When it comes to file system analysis, no other book offers this much detail or expertise. Whether you're a
digital forensics specialist, incident response team member, law enforcement officer, corporate security
specialist, or auditor, this book will become an indispensable resource for forensic investigations, no matter
what analysis tools you use.
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From reader reviews:

Rose Cordeiro:

This File System Forensic Analysis book is just not ordinary book, you have after that it the world is in your
hands. The benefit you receive by reading this book is actually information inside this reserve incredible
fresh, you will get data which is getting deeper an individual read a lot of information you will get. This kind
of File System Forensic Analysis without we understand teach the one who looking at it become critical in
thinking and analyzing. Don't become worry File System Forensic Analysis can bring any time you are and
not make your tote space or bookshelves' become full because you can have it with your lovely laptop even
cell phone. This File System Forensic Analysis having fine arrangement in word as well as layout, so you
will not feel uninterested in reading.

Raymond Llamas:

This book untitled File System Forensic Analysis to be one of several books in which best seller in this year,
here is because when you read this reserve you can get a lot of benefit on it. You will easily to buy this kind
of book in the book shop or you can order it by means of online. The publisher of the book sells the e-book
too. It makes you quicker to read this book, because you can read this book in your Touch screen phone. So
there is no reason for your requirements to past this guide from your list.

Sergio Hawkinson:

Are you kind of active person, only have 10 or even 15 minute in your moment to upgrading your mind
expertise or thinking skill perhaps analytical thinking? Then you are having problem with the book as
compared to can satisfy your small amount of time to read it because all this time you only find e-book that
need more time to be study. File System Forensic Analysis can be your answer given it can be read by a
person who have those short free time problems.

Diane Walker:

You can get this File System Forensic Analysis by browse the bookstore or Mall. Just simply viewing or
reviewing it might to be your solve trouble if you get difficulties for ones knowledge. Kinds of this guide are
various. Not only simply by written or printed but can you enjoy this book by e-book. In the modern era like
now, you just looking because of your mobile phone and searching what their problem. Right now, choose
your personal ways to get more information about your publication. It is most important to arrange yourself
to make your knowledge are still update. Let's try to choose right ways for you.
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